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VirusTotal Augment OEM Program

Enrich your end-user offering with VirusTotal’s superior
threat context, power faster and more accurate response

Organizations are becoming increasingly concerned about missed threats due to lack of context.
Machine learning, Al, UEBA, heuristics, generic detections, etc. are only magnifying the issue, both in
terms of false positives and puzzling alerts. Moreover, your users are fighting threat actors that operate
globally constrained by the narrow visibility of their internal-only logs. VT AUGMENT OEM expands your
solution’s threat visibility with crowdsourced reputation and insights from a network of hundreds of
security vendors, thousands of security professionals and millions of monthly VirusTotal users.

Mitigate missed threats & false positives

Your users often miss serious breaches due to
alert fatigue. Add a second opinion layer to loCs
seen in incidents with reputation from 100+
vendors and dozens of crowdsourced {YARA,
Sigma, IDS} ruleset sources.

Power proactive & preventative defense

Your customers are often confronted with an
unknown file/URL/IP/domain and asked to make
sense of an attack. Without further context, it is
virtually impossible to determine attribution, build
effective defenses against other strains of the
attack, or understand the impact in their
organization. Empower your users to quickly
build a picture of an incident, and then use the
insights to neutralize other attacks.

Increase revenue and customer retention

Threat Intelligence is becoming indispensable for
security leaders. Uplift your offering with
real-time sightings coming from the industry’s
de-facto threat sharing hub. Generate a new
revenue stream through upselling or disrupt the
market with unrivaled off-the-shelf value.

Reduce in-house development time

Embed VirusTotal in your product with a radically
simple widget - no complex API parsing, no
template coding, no capacity planning. Always
up-to-date with the latest VirusTotal features.

In a nutshell >> >

Compliant, easy, and actionable
integration of VirusTotal in third-party
solutions to gain unique visibility into
threats.
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18 years of malicious
observations, going back to 2004

Enrichment for 3B+ files, 50B+
considering compressed bundles

2M file + 6M URL scans / day with
70+ antiviruses and 15+
sandboxes

Contributions by 3M+ monthly
users coming from 232 countries

Industry de-facto threat intel
sharing hub, used by

organizations such us US Cyber
Command

Google planet-scale and instant
search capabilities


https://www.zdnet.com/article/us-cyber-command-starts-uploading-foreign-apt-malware-to-virustotal/
https://www.zdnet.com/article/us-cyber-command-starts-uploading-foreign-apt-malware-to-virustotal/
https://www.zdnet.com/article/us-cyber-command-starts-uploading-foreign-apt-malware-to-virustotal/
https://www.virustotal.com/ui/widget/demo/dedicated?full=1
https://www.virustotal.com/ui/widget/demo/dedicated?full=1
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Boost brand recognition and accelerate your revenue by
partnering with a threat intelligence market leader

The VT AUGMENT OEM program does not only allow you to differentiate by leveraging best-in-class
intelligence to power enrichment, triage and remediation actions inside of your solution. It also
incorporates joint go-to-market activities to significantly increase your brand'’s visibility and
supercharge your business.

Go-to-market uplift >> > >

Showcase your offerings and expertise to a ot your sk tord .
orld’s Iarg'est cr?wdsourced
highly qualified audience of 3M+ monthly users Bk &
Meet our technological partners
As part of the OEM program you will be featured in _ * “

VirusTotal's public & open integrations portal with a page
entirely dedicated to your solution and company. Get
exposure to 3M+ highly qualified monthly users, industry
professionals sitting in your target market that can
influence the decision to go with your technology.

OUR PARTNERS

Expand your reach through the VirusTotal and
Google Cloud Security channels

Gain immediate visibility among security professionals
- (VirusTotal) and organizations undertaking digital
owustol - transformation (Google Cloud) by attaching your offering to

Crowd: d Security Intelligence

om ) Jinet Moy 2010 © two market leading brands with global exposure. Develop new
ng  20.4K Followers N

(@B Fobowaty b B Kz, hvorc, and 57 s you ol © markets or consolidate existing ones.

Tweets Tweets & replies Media Likes

As part of the OEM program we will showcase the joint
solution with a video or webinar posted to Google Cloud
Security’s BrightTalk channel and promoted via VirusTotal’s
blog, Twitter and LinkedIn accounts.

VirusTotal @virustotal - Jul 7
Z Visual investigati n extremely useful resource for efficient
evalu ur last post by @jinfantesd discover

Leverage the VirusTotal brand = = = 0 GOLD
) i > VIRUSTOTAL O
and differentiate your product .= . s PARTNER
VirusTotal has become synonymous with Threat Intelligence. End-customers are increasingly asking
about what'’s your story with respect to Threat Intelligence. Gain trust by leveraging VirusTotal’s brand
in your sites, collaterals, events, etc. It opens doors and adds reputation as it has become a de-facto
standard in the industry. CISOs and security leaders have grown into their roles using VirusTotal, now

you can differentiate by leveraging it at the technical and go-to-market level.



& Google Cloud | > VIRUSTOTAL

Compliant, easy and actionable integration of VirusTotal in
third-party security solutions

Your customers are demanding a single pane of glass experience from your product. Corporate
cybersecurity stacks are increasingly complex: too many tools and services, information scattered
across numerous databases, arduous stitching together of disparate sources, etc. Incident response
and threat hunting have become a time consuming quest across multiple browser tabs. The experience
is poor. VT AUGMENT OEM addresses the most popular demand coming from security analysts these
days: incorporating VirusTotal's unrivaled context in their tools of choice.

Com pl lant VirusTotal is built on an ecosystem of contributors that has
. strict guidelines prohibiting the misuse of data by threat
VT AUGMENT OE,M Is the scann?ng organizations ang banning the integration or
only allowed vehicle to exposure of VirusTotal data in third-party solutions or to
display VirusTotal data in end-users. Through the development of this OEM program,
third-party products VirusTotal has created a technically-compliant licensing
besides end-user offering that allows organizations to leverage VirusTotal's
bring-your-own api key raw data in a meaningful format that can be integrated in
integrations. their existing solutions.

Easy

Open source Minimal engineering. No

Javascript library ) :
REST JSON API API parsing, no HTML
— templates, no updates,
Bm i t lessl , .
lframe widget @ Updates seamlessly no capacity planning
=/ r—n required. Integrate in 3
E8/ Customthemes 7| Scales automatically 9 9

hours and forget
thereafter.

A Threat reputation by
‘ 100+ vendors

= Whois lookups and
=~ geolocation

Multi-angular {YARA,
SIMGA, IDS} detection
Activity timelines and

N LI
Related loCs *a” geo spread
In-the-wild Provenance details
observations :
» Prevalence and popularity :

X Interactive threat graph  «alll information

©2021 Google LLC. All rights reserved. VirusTotal was acquired by Google in 2012 and now operates under Google Cloud.
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Superior context and threat visibility at and beyond your
customers’ network perimeter

Multi-kind characterization—Enrich files/hashes,
domains, IP addresses and URLs.

Detections = 1oCs =~ Graph VT Augment by > VIRUSTOTAL

Last 3 Days)

56 security vendors flagged this file as malicious

Observable identification—Identifiers and

O 462db89d3cfadee8a11426800285106d254945532116: dae1b3844f1def Characteristics a”owing your Customers to reference
[ exisleie the threat and share it with other analysts (for
example, file hashes, size, file type, similarity hashes).

a: A few seconds ago

peexe runtime-modules  direct-cpu-clock-access  checks-user-input

3 USERNAMES

Community | File type i Last analysis &
: < Win32 EXE K 16 days a . . .
omised or Hostile svimes, nnobb ¢ e Threat reputation—Maliciousness assessments
neryption hvetinari, lquir = & coming from 70+ security vendors, including antivirus
rving executables adearheart ot S S i solutions, security companies, network blocklists, and

more.

> Server rrust, adearhe:
SECURITY VENDORS SCANNING RESULTS

svimes

o e Multi-angular detection—Additional threat analysis
1cy Mining mrideully, fool NI ALYac coming from crowdsourced rule matches and

Sletee community scoring (for example, YARA, Sigma, and
IDS rules).

Security-relevant metadata—Includes software

v

SIGMA BEHAVIOURAL DETECTIONS

GHO MEDIUMO  LOW4 publisher information, identification of malicious
VIRUSTO] (D Iz:ur;\;::l::: }'?c:;l;uslzt (G\(H v v rvice by Jakob Weinzettl, oscd.community from Sigma macros in documents, popularity ranks fOr domains,
SRS s domain content categorization, and more.
3a245dae1b3844f1def >156/68 CROWDSOURCED IDS RULES . . .
. ‘ Related indicators of compromise
16558e2b152c4cc76b34 367 i INFO 0 .
glatch[eps r‘me‘,l"l ICY HTTP tr port 443 (POST) from Proofpoint Emerging Threats (IOCS)—EXampIes of IOCs include network
50d9cS pen (Potentially Ba . . . . .
R3hazdoas0dNcRnst 2)40/e8 infrastructure distributing a malware file, servers
el RSl  5/SIC PROPERTIES ' acting as a command-and-control for a given threat,
7028952¢fc60976d(3e 3 65/72 [N 2665214789033940866f4d881606052d malicious URLs seen under a given domain, domains
dee2540a2a7179b8056 PARY  SHA-1 865765d6b04e73e2e9e274c0983fa5418b6efag2 seen behind a given IP address, and more.
[ 1o SHA-256 462db89d3cfadee8al1426800285106d25494553f2f163a245dae1b3844f1def
TR 2100 — 045046655d15709423177492452202008ef2 In-the-wild details—Geographical-spread and
htm| DALIEEN  Authentihash  47a540dbcb8ebbf0a5a8638c1a741fcdf02a6fddabaf3a27b2f7daac695a422f distribution details for threats, common attacker
11793 Imphash 86b3387e6982035358e881be11cdb4d? deceptlon teChanueS, and more, thrOugh VII’USTOta|
SSDEEP 6144:04zeEQWKY1G/Yf3+ESK98Jr0002bAn7kAOShQVSbOchy2yCOhM7/R:XIEQR . .
YSN2Mn7KVGB7 submission metadata.

i the logo in the VirusTotal column to show up tHECTIRUASS Win32 EXE

X Detections = loCs | Graph VT Augment by > VIRUSTOTAL

Domain/IP Whois lookup—Registrar and registrant details for domains, as well as
ownership and network range information for IP addresses. 3EVTGRAPH

Domain and server security-relevant metadata—HTTPS certificates for web
servers, DNS resolution records, and web server HTTP headers.

Threat time spread—Key dates that enable your customers to understand when a
given threat was first observed in-the-wild and how long it's been active.

Interactive threat graph—Graphical format that maps out entire threat campaigns
by visualizing the relationships between IOCs.

Leave nothing unanswered > > > >

Given a hash in an alert, is there any second stage payload that your
customers should be searching for in their environments?

What's the C2 infrastructure tied to a given hash? Has it shown up in your
customer network logs?

Given a domain flagged by your solution, is it a flagrant false positive based
on its popularity and malicious observations recorded by VirusTotal?

Given an IP address in one of your alerts, has it been seen serving malware?
If so, which hashes? Have those been seen across your customer’s fleet of
machines?

Once you have revealed a compromise, is it a well known threat to the
industry? i.e. is it widely detected? Is it rather a targeted attack?
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65 security vendors flagged this file as malicious

& trojan.qukart/berbew
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Security vendors scanning results

Bkav Pro: W32 HisAutoB. eScan: Trojan.GenericKD.42118502

FireEye: Generic.mg.0249¢25995503b7a  McAfee: BackDoor-AXJ gen

Cylance: Unsafe VIPRE: BehavesLike. Win32 Malware ssc (mx-v)
Sangfor Engine Zero: Malware

Alibaba: BackdoorWin32/Qukart f1ecf8ac

K7AntiVirus: Proxy-Program ( 00557eas )

K7GW: Proxy-Program ( 00557€a51 )

Sigma behavioural detections

CRITICALD  HIGHO Lowo

1 match for rule Suspicious File Characteristics Due to M
Wiebing from Sigma Integrated Rule Set (GitHub)

VirusTotal Augment OEM
Insightful, Differentiated, Profitable

It has never been easier to integrate elite
crowdsourced threat intelligence in your product

Read success story



https://cloud.google.com/blog/products/workspace/new-security-capabilities-for-google-workspace
https://cloud.google.com/blog/products/workspace/new-security-capabilities-for-google-workspace

